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DATA PROTECTION POLICY

1. INTRODUCTION

1.1. Transparency International Bangladesh welcomes all visitors and users of its website and other digital
facilities and processes. As transparency is at the core of our organisation and how TIB operates, this
policy explains in the clearest way possible what data TIB collects, how TIB uses such information and
what rights data subjects have in relation to such data within this Data Protection Policy (also treated as
Privacy Notice).

1.2. If for any reason any part of this policy is not clear enough for you, please do get in touch with us at
dataprotection@ti-bangladesh.org as we welcome any feedback to improve it. This is because we care
deeply about data protection and we know that when you share your information with us, it is because
you trust us, and we are committed to maintaining that trust.

2. ABOUT US

2.1. Transparency International Bangladesh (TIB) began its activities as a Trust in 1996. In 1998 it obtained
the approval of the Government of Bangladesh for registration as a non-governmental organisation.
Among the many NGOs that work on rights and governance related issues in Bangladesh, TIB is the only
organization which singularly works with the core mandate of good governance and anti-corruption. An
accredited national chapter of the Berlin-based Transparency International, TIB’s mission is to catalyse
and strengthen a participatory process of advocacy, engagement and social movement to promote and
develop institutions, laws and practices for combating corruption in Bangladesh, and to establish an
efficient and transparent system of governance, politics and business.

2.2. TIB is currently implementing its five-year core project, titled Participatory Action against
Corruption: Towards Transparency and Accountability - PACTA (2022-2026), aiming at improving the
governance capacity and practices by catalysing further legal, policy and institutional reforms and
application through national level research and knowledge-based advocacy, at improving delivery of
services at grassroots level by reducing irregularities and corrupt practices, specifically focusing on the
governance challenges of ensuring rights and entitlements for women, Persons with Disability, ethnic
minorities, and other marginalized people, as well as ensuring inclusive and improved governance of
relevant institutions involved in service delivery. This project marks a paradigm shift in TIB’s
interventions by transforming voice into action with a greater engagement of people by the application
of a tailor-made information technology tool called PACTApp.

2.3. This policy applies to the whole of TIB and covers all users of its website, PACTApp as well as social
media platforms, including all categories of staff, newsletter subscribers, candidates for vacancies,
individuals seeking to join TIB’s network of volunteers/members as well as current and interested
suppliers or vendors that engage with TIB.
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3. DATA PROTECTION LEGAL REQUIREMENTS

3.1. We Process your Personal Data only to the extent permissible under statutory provisions, in
particular, under the Digital Security Act 2018 and other relevant laws and policies applicable in
Bangladesh. We also aspire to follow the standards set forth in the European Union’s General Data
Protection Regulation ("EU GDPR"). Our Data Protection Compliance Team keeps up to date with current
Data Protection Laws.

3.2. Data Protection Laws have created the concepts of a “Data Controller” and a “Data Processor”. TIB
acts in the capacity of a Data Controller. A Data Controller determines the purposes and means of
Personal Data Processing which means that we decide what, when and how we process any Personal
Data that we receive or collect.

3.3. The Data Controller details for Transparency International Bangladesh are as follows:
Legal entity: Transparency International Bangladesh

Address: MIDAS Centre (Levels 4 & 5), House No. 05, Road 16 (new) 27 (old), Dhanmondi, Dhaka 1209,
Bangladesh

Telephone: +8802 48113032-33, 48113036

Data Protection Supervisory Authority for TIB is any court of competent jurisdiction within Bangladesh.

4. DIFFERENT TYPES OF PERSONAL DATA

4.1. We collect, use, store and transfer different kinds of Personal Data depending on our relationship
with you. In general, we collect the following types:

Identity Data (e.g. first name, maiden name, last name, title, date of birth).

Contact Data (e.g. phone number, email address, address).

Profile Data (e.g. your interests, education, professional experience).

Communications & Marketing Data (e.g. your preferences in respect of cookies and marketing).
Financial & Transaction Data (e.g. bank account details, invoices, payment details and history).

Technical & Usage Data (e.g. internet protocol addresses, browser type and version, time zone settings
and location and information about how you use our websites).

4.2. We also collect, use and share “Aggregated Data” such as statistical or demographic data for other
purposes including research and analysis. Aggregated Data could be derived from your Personal Data but
is not considered Personal Data under Data Protection Laws as this data will not directly or indirectly
reveal your identity. For example, we may aggregate your Technical & Usage Data to calculate the
percentage of users accessing a specific page on the website. However, if we combine or connect
Aggregated Data with your Personal Data so that it can directly or indirectly identify you, we treat the
combined data as Personal Data which will be used in accordance with this policy.

4.3. We occasionally collect some Special Category Personal Data about you (such as information about
your health where you are an incumbent or prospective member of staff). We only collect this type of
Personal Data when we have a legal ground in which to do so (i.e., you have given us your Consent and
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chosen to provide us with this data). We do not collect any Criminal Convictions Data, except in the
employment context and where we are permitted by law to do so when completing background checks
on prospective staff.

5. “l AM A WEBSITE USER” “l AM AN APP USER” OR “l AM A NEWSLETTER SUBSCRIBER”

5.1. What do we collect? We collect Technical & Usage Data (for tracking purposes). We also collect
Identity Data, Contact Data and Communications & Marketing Data (if you decide to get in touch with
us).

5.2. How do we collect this? As you interact with our website (www.ti-bangladesh.org) and PACTApp, we
automatically collect this data about you by using cookies and similar technologies. We also collect this
data through our direct interactions with you such as when you subscribe to our newsletters, contact us
or participate in our surveys and events.

5.3. What’s our legal ground(s) for Processing? One or more of the following apply:

Consent (i.e. in that you are choosing to provide us with your details so that we can contact you). For our
newsletters, we follow the double-opt in procedure and give you the option to unsubscribe at any point
in time.

Legitimate Interests (i.e. it’s necessary for our Legitimate Interests in running and developing our
organisation and in particular, our websites).

Legal obligation (i.e. it’s necessary for us to comply with a legal obligation such as in the instance where
you no longer wish to be contacted for marketing purposes).

5.4. Thank you so much for visiting our website, following us and showing an interest in our work. If you
have any thoughts or questions, please do feel free to contact us on info@ti-bangladesh.org. If you share
our vision of a world in which government, politics, business, civil society and the daily lives of people are
free of corruption, please also follow us on the following platforms LinkedIn, Twitter, Facebook,
Instagram and YouTube.

6. “l AM SEEKING TO JOIN THE NETWORK OF MEMBERS” OR “l AM A CANDIDATE APPLYING FOR A
VACANCY”

6.1. What do we collect? We collect Technical & Usage Data (for tracking purposes). We also collect
Identity Data, Contact Data, Profile Data and Communications & Marketing Data (such as information
submitted as part of your application to join us).

6.2. How do we collect this? As you interact with our websites, we automatically collect this data about
you by using cookies and similar technologies. We also collect this data through our direct interactions
with you and third parties (such as recruitment agencies or your references).

6.3. What’s our legal ground(s) for Processing? One or more of the following apply:
Consent (i.e. in that you are choosing to provide us with your details as part of your application).

Contract (i.e. in that we need this information to check your application and potentially enter into a
contract with you).
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7- “l AM A POTENTIAL SUPPLIER/VENDOR” OR “l AM AN EXISTING SUPPLIER/VENDOR”

7-1. What do we collect? We collect Technical & Usage Data for tracking purposes. We also collect
Identity Data, Contact Data, Profile Data and Financial & Transaction Data for when we are engaging you
for your services.

7.2. How do we collect this? As you interact with our websites, we automatically collect this data about
you by using cookies and similar technologies (check out our Cookie Notice here). We also collect this
data through our direct interactions with you (i.e. we will hold Personal Data on your staff that have
engaged with us).

7.3. What’s our legal ground(s) for Processing? One or more of the following apply:
Contract (i.e. in that we need this information to enter into or perform a contract with you).

Legitimate Interests (i.e. it’s necessary for our Legitimate Interests in keeping records for planning and
strategic purposes).

Legal obligation (i.e. it’s necessary for us to comply with a legal obligation such as in respect to our
financial, tax and legal and compliance affairs).

8. SHARING YOUR PERSONAL DATA

8.1. We transmit your Personal Data only to the extent permissible under statutory provisions or if you
have given your consent in individual cases.

8.2. We share your Personal Data with our staff in order for them to fulfil their roles and work towards
our mission. All of our contractual documentation with workers, employees and independent contractors
includes confidentiality and data protection obligations.

8.3. We share your Personal Data with third-party organisations that we use for various purposes.

8.4. Some of these third-party organisation act in the capacity of a Data Controller whereas others act in
the capacity of a Data Processor.

8.5. In both circumstances, we enter into the appropriate contractual documentation with our third-party
organisations when sharing your Personal Data.

8.6. We will only share your Personal Data when necessary and have outlined categories of recipients of
third-party organisations with whom we share it with:

8.7. Technology companies (e.g. Google, Microsoft, Salesforce, Pardot, Infogram) that provide us with
desktop and cloud-based products, solutions and services which we need in order to achieve our mission.

8.8. Professional advisers such as law firms, banks and accountancy firms, as we need to engage with
them for the purposes of our business.

8.9. Data Protection Supervisory Authorities, regulators and other governmental authorities, as we need
to engage with them for the purposes of them governing our operations.

8.10. We choose our service providers carefully and require all third-party organisations to respect the
security of your Personal Data and to treat it in accordance with Data Protection Laws. We enter into
contractual documentation with all of our third-party organisations (with the exception of Data
Protection Supervisory Authorities, regulators and governmental authorities) which include the
appropriate data protection clauses.
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9. TRANSFERRING DATA ACROSS BORDERS

9.1. We share your Personal Data within TIB, our international secretariat and amongst Tl chapters and
with certain third-party organisations, as described above.

9.2. Whenever your Personal Data travels outside of Bangladesh, we ensure that it’s protected by putting
in one of the following safeguards:

9.3. We only transfer your Personal Data to countries that have been deemed to provide an adequate
level of protection for Personal Data by the European Commission (through what is known as an
“adequacy decision”).

9.4. We only transfer your Personal Data where we have entered into specific contractual terms with an
organisation outside of the European Economic Area (EEA) which states that they will ensure that your
Personal Data has the same level of protection as if it were in the EEA. These specific contractual terms
are found in the European Union’s Standard Contractual Clauses.

9.5. We only transfer your data if you have explicitly consented to the proposed data transfer and we
have provided you with all necessary information about the risks associated with the transfer.

10. DATA RETENTION

10.1. We will only keep your Personal Data for as long as reasonably necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, regulatory, tax, accounting or reporting
requirements, or to fulfil our (post-)contractual obligations. We may retain your Personal Data for a
longer period in the event of a complaint or if we reasonably believe there is a prospect of litigation in
respect to our relationship with you, or if you have given us your Consent to do so.

10.2. To determine the appropriate retention period for Personal Data, we consider the amount, nature
and sensitivity of the Personal Data, the potential risk of harm from unauthorised use or disclosure of
your Personal Data, the purposes for which we Process your Personal Data and whether we can achieve
those purposes through other means, and the applicable legal, regulatory, tax, accounting or other
requirements.

10.3. In this section we have outlined our standard retention periods for some of the Personal Data
mentioned in this Privacy Notice:

10.3.1. Any Personal Data in connection with a successful application for a vacancy will be stored as part
of your personal file. In case it did not come to a job offer we will delete your Personal Data 6 months
after the end of the application process, or 2 years after the end of the application process in case you
gave us your Consent to do so.

10.3.2. Your Personal Data in our logfiles will generally be deleted after 2 months.

10.3.3. As a newsletter recipient, your Personal Data will be deleted 3 years after you have revoked your
Consent to receive our newsletters.

10.3.4. Due to statutory storage duties Personal Data that is relevant for our financial statements may be
stored for up to 10 years.

10,3.5. As a note, in some circumstances we will anonymise your Personal Data (so that it can no longer
be associated with you) for research or statistical purposes, in which case we may use this information
without further notice to you.



Board-112/23062022/10

11. YOUR DATA SUBJECT RIGHTS

11.1. Under certain circumstances, you have specific rights in respect of the Personal Data that we process
about you. The fulfilment of the legal requirements to exercise these rights must be assessed on a case-
by-case basis. Your rights include:

- theright of access to the Personal Data we hold about you.
- theright to rectify (i.e. correct) your Personal Data where it is inaccurate or incomplete.

- theright to delete your Personal Data, but only in specific circumstances, for example where the
Personal Data is no longer necessary in relation to the purpose for which it was originally
collected or processed. It may not therefore always be possible for us to delete all of the
information we hold about you if you request this, for example, if we have an ongoing
contractual relationship with you.

- the right to restrict Processing in specific circumstances, for example while we are reviewing the
accuracy or completeness of data or deciding on whether any request for erasure is valid.

- the right to data portability which means the right to receive, move, copy or transfer your
Personal Data to another Data Controller. You have the right to this when we are Processing your
Personal Data based on Consent or on a contract and the Processing is carried out by automated
means.

- theright to object to processing in cases where processing is based upon our legitimate interests
or where processing is for direct marketing purposes.

- theright to withdraw consent to our processing of your Personal Data.
- theright to lodge a complaint with the appropriate Data Protection Supervisory Authority.

11.2. If you wish to exercise any of the rights set out above, please contact our Data Protection
Compliance Team. You will not have to pay a fee to access your Personal Data or to exercise any of the
other rights. However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or
excessive. Alternatively, we could refuse to comply with your request in these circumstances.

11.3. We may need to request specific information from you to help us confirm your identity. This is a
security measure in your own interest to ensure that Personal Data is not disclosed to any person who
has no right to receive it. We may also contact you to ask for further information in relation to your
request to speed up our response.

11.4. We try to respond to all legitimate requests within one month. It could take us longer than one
month if your request is particularly complex or you have made a number of requests. In this case, we
will notify you and keep you updated.

12. DATA SECURITY

12.1. We have put in place appropriate technical and organisational security measures to prevent your
Personal Data from being accidentally lost, falsified, used or accessed in an unauthorised way, altered or
disclosed. In addition, we limit access to your Personal Data to the workers, employees, independent
contractors and other third-party organisations who have a reason to know. We have put in place
guidelines, procedures and plans to deal with any suspected or actual personal data breaches. Please be
aware that despite the application of due care and attention to the respective current technical

6



Board-112/23062022/10

standards loss of or damage to your Personal Data cannot be ruled out (especially the use of cloud-based
services, email communication, mobile communication and video conferences harbour certain risks).

13. THIRD-PARTY LINKS AND SOCIAL MEDIA PLUGINS

13.1. Our websites may include links to third-party websites, plug-ins and applications. Clicking on those
links or enabling those connections may allow third parties to collect or share data about you.

13.2. For example, when you access our websites, there are certain components employed by Facebook,
Instagram, Twitter, LinkedIn, YouTube and Vimeo that are integrated within our website and these
components prompt your browser to download a unique identifier which give these other organisations
more insight on your browsing activities, such as the specific pages on our websites that you have
visited.

13.3. We do not control these third-party websites, plug-ins and applications and are not responsible for
their privacy statements and the data that they collect. If you have an account with Facebook, Instagram,
Twitter, LinkedIn, YouTube and Vimeo and you do not want these third parties to have access to your
browsing activities, we recommend that you log out of your accounts before accessing our websites.
When you leave our website, we encourage you to read the privacy documentation of every website you
visit.

14. CONTACT US

14.1. To get in touch with our Data Protection Compliance Team, please contact us on dataprotection(@ti-
bangladesh.org.

Or you can contact us by post:

Transparency International Bangladesh, MIDAS Centre (Levels 4 & 5), House No. 05, Road 16 (new) 27 (old),
Dhanmondi, Dhaka 1209, Bangladesh.

14.2. If you have any concerns and/or are not happy with our approach, you have the right to make a
complaint to the Data Protection Supervisory Authority.

14.3. Data Protection Laws are constantly evolving, and we endeavour to maintain best practice.
However, we recognise that we may not always get it right. If you are not satisfied by the way we handle
your Personal Data or wish to discuss our processes, we would like to hear from you and recommend
that you contact us in the first instance.

15. GLOSSARY

Consent: refers to when an individual gives agreement which is freely given, specific, informed and is an
unambiguous indication of their wishes. It is done by a statement or by a clear positive action in respect
of the processing of any Personal Data relating to them.

Criminal Convictions Data: refers to Personal Data relating to criminal convictions and offences and
includes Personal Data relating to criminal allegations and proceedings.

Data Controller: refers to an organisation that determines when, why and how to process Personal Data.
It is responsible for establishing practices and policies in line with Data Protection Laws. There are certain
circumstances where we act as a Data Controller.

Data Protection Laws: refer to the Digital Security Act 2018 and any other relevant laws and policies
applicable in Bangladesh.
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Data Processor: refers to an organisation that Processes Personal Data on behalf of a Data Controller. It
is also responsible for establishing practices and policies in line with Data Protection Laws and its
contractual obligations with Data Controllers.

Data Protection Supervisory Authority: refers to independent public authorities / regulators that
supervise, through investigative and corrective powers, the application of Data Protection Law.

Data subject: refers to any individual person who can be identified, directly or indirectly, via an identifier
such as a name, an ID number, location data, or via factors specific to the person’s physical, physiological,
genetic, mental, economic, cultural or social identity. In other words, a data subject is an end user whose
personal data can be collected.

Legitimate Interest: refers to when an organisation’s interests are legitimate (as they need to do
something to operate and be successful) and these interests do not override an individual’s interests or
fundamental rights and freedoms. We make sure to consider and balance any potential impact on
individuals (both positive and negative) and their rights before we Process any Personal Data for our
Legitimate Interests.

Personal Data: refers to any information identifying an individual or information relating to an individual
that an organisation can identify (directly or indirectly) from that data alone or in combination with other
identifiers that it Processes. Personal Data includes Special Category Personal Data, Criminal Convictions
Data and pseudonymised Personal Data. Personal Data excludes anonymous data or data that has had
the identity of an individual permanently removed.

Processing or Process: refers to any activity that involves the use of Personal Data. It includes obtaining,
recording or holding the data, or carrying out any operation or set of operations on the data including
organising, amending, retrieving, using, disclosing, erasing or destroying it. Processing also includes
transmitting or transferring Personal Data to third parties.

Special Category Personal Data: refers to information revealing racial or ethnic origin, political opinions,
religious or similar beliefs, trade union membership, physical or mental health conditions, sexual life,
sexual orientation, biometric or genetic data.

16. Adoption and amendment: This Data Protection Policy (Privacy Notice) was adopted by the Board of
Trustees of TIB at its 112" meeting held on June 23, 2022, and is currently applicable. It can be amended
from time to time subject to the approval of the Board.
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